
Roll No.L 
Total No. of Questions: 07 

Time :3 Hrs. 

1. 

INSTRUCTIONS TO CANDIDATES 

2. 

BCA (Sem.6) 
INFORMATION SECURITY 
Subject Code :UGCA 1948 

M.Code: 91695 

Answer brie 

Date of Examination : 07-05-2024 

SECTION-A is cOMPULSORY consisting of TEN questions carrying TWO marks 
each. 

b) Define Virus 

SECTION-B contains SlX questions carrying TEN marks each and students have 
to attempt any FOUR questions. 

a) What are d1fferent rvpes of Firewalls 

c) List vanous sccurity laws 

dy What are modcis of sccurity" 

c) What are uses of Encrvpton 

SECTION-A 

n Define Intrusacn Detectot Systems 

g) Explain User Authettacatsc 

Total No. of Pages : 02 

h) What is the dfferee betwecn Securty and Privacy? 

i) What is publc and prvae kry 

i) Define E-mal Spoofig 

Max. Marks : 60 

3. 

SECTION-B 

What are Attacks and Threats? Explain about various mechanisms by which 
organizations can protect from them. 

What are the legal privacy and ethical issues in computer security? 

2| 

What is Cryptography? Explain the concept of Data Encryption Standard (DES) in detail. 

What is Information Security? What is its need? Explain various principles of 
information security. 

6. Explain the need for database security. What is database access controls in DBMS? 

7. a) What is Authentication? Explain in detail how password-based and addressed-based 
authentication services work 

b) Explain Relationship between Digital Signature and Digital Certificate. 

NOTE: Disclosure of ldentity by writing Mobile No. or Marking of passing request on any 
paper of Answer Sheet v lead to UMC against the ent 
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Roll No. 
Total No, of Questions : 07 

Time : 3 Hrs. 

1 
INSTRUCTIONs TO CANDIDATES 

2. 
each. 

BCA (Sem.-6) 
INFORMATION SECURITY 

Subject Code : UGCA1948 
M.Code : 91695 

1. Write briefly: 

Date of Examination: 11-01-2025 

SECTION-A Is COMPULSORY consisting of TEN questions carrying TWO marks 
SECTION-B contains SIX questions carrying TEN marks oach and students have to attempt any FOUR questions 

a) Explain symmetric key cryptography 

b) What are non-malicious program errors? 

c) Discuss user Authentication 

SECTION-A 

d) Who is considered as an intruder? 

e) Write a short note on IDS 

Total No. of Pages : 02 

) Define Decryption using example 

h) What is considercd as sensitive data? 

1| M91695 

B) What is the d1fferencc between passive and active security threats? 

Max. Marks : 60 

i) What do we mean by isk analysis in administering secunty 

i) Define data integrity and confidential1ty 

(53) 2543 

Explain RSA algorithm with suitable example Discuss difference between Subst1tution cipher and transposition cipher techniques 

SECTION-B 

What is the sign1ficance of assurance in the implementation of trusted operating systems? Provide an cxample of . f a real-world application where a trusted operating system wth high assurance is crucial 

What is the role of a firewall in network secunity? How does a firewall filter incoming and outgoing network trafic to protect against unauthorized access and attacks? Provide examples of scenarios where firewalls are particularly ellective 

What are the key challenges organizations faces when integrating databases from different sources or platforms? Explain multilevel database. 
How do you establ1sh and enforce a security policy within an organization? What issues secunity planning must address? Discuss Legal privacy and ethical issues in Computer secuitv 

7 Discuss the role of operating systems in ensuring the security of computer systems Describe security mechanisms used in operating systems How are virus diflerent from malicious code' 

NOTE: Disclosure of ldentity by writing Mobile No. or Marking of passing request on any 
paper of Answer Sheet will lead to UMC against the Student 
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Roll No. 

Total No. of Questions : 07 

Time : 3 Hrs. 

INSTRUCTIONS TO CANDIDATES : 

each. 

1. 

BCA (Sem.-6) 

INFORMATION SECURITY 
Subject Code: UGCA1948 

M.Co :91695 

1. SECTION-A is cOMPULSORY consisting of TEN qUestions carrying TWO marks 

Write briefly: 

Date of Examination : 29-05-2025 

2. SECTION-B contains SIX questions carrying TEN marks oach and students have 
to attempt any FOUR questions. 

SECTION-A 

a) Explain the basc fuction of the DES algonthm in encryption 

Total No. of Pages : 02 

b) What are the key characteristics ofa "good" encryption algorithm'! 

c) What are viruses, and how do they differ from other forms of malicious code? 

ei What makes a network Vulnerable" 

) What is aultulevel <ccunty 

di What is the role of intrusion detcction systerms (IDS) in securing networks? 

Max. Marks : 60 

h) What is the role of an organ1zat1on's security policy" 

1|6S1675 

g) How does secure ernatl encTyption protect the confident1ality of communications" 

i) What are the roles of enployce? 

i What are the sorne cornmon cxamplcs of cybercr1nes? 

6 

7 

sten 

a) What is computer security and why is it essential for proteeting digital assets? 

SECTION-B 

b) What is elementary cryptography and how does it contribute to securing 
communications and data? 

a) Discuss the role of digital signatures in public key cryptography and their inportance 
in verifying identitics 

b) What are non-malicious program crrors and how can they potentially lcad to security 
vulnerabilities in software systems? 

a) Explain the concept of file protcction mechanisms in an operating systen. How do 
they prevent unauthorized access to critical systern files? 

b) What are the key principles behind designing a trusted operating system, and what 
features are essential tor its security 

a) What arc sensitive data typcs in databases and why is their protection critical tor 
Maintaining privacy and T security? 

b) What is 
access' 

firewall and how does it help in securing a network from unauthuorized 

a) Explain the process of risk analysis in security managenent. How does it help 
organizations assess vulnerabil1ties and mitigate potential threats? 

b) Whut cthical issues urise in computer secuity, and how should profesNIOnals addi ess 
these issues in their work: 

2| M9l66 

Analyze a taous case of d.ata breach (eg.. Equitax or Target) and cxplain huw the 
brcach could have boen avoided with proper sccurity planning 

NOTE: Disclosure of ldentity by wriing Mobile No. or Marking of passing request on any 
paper of Answer Sheet will lead to UMC against the Student 
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