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BCA (Sem.6)
INFORMATION SECURITY
Subject Code :UGCA 1948
M.Code : 91695
Date of Examination : 07-05-2024
Time : 3 Hrs. Max. Marks : 60
INSTRUCTIONS TO CANDIDATES

1. SECTION-A is COMPULSORY ¢
each.

2. SECTION-B contains SIX questions carrying TEN marks each and students have
1o attempt any FOUR questions

g of TEN questi

carrying TWO marks

SECTION-A
1. Answer briefly

a) What are different tvpes of Furewalls?
by Define Virus
<) List vanous secunty laws
d) What are modcis of secunty”
¢} What are uses of Encrvption
1 Definc Intrusion Detechon Systems
®) Explan User Authentication

K What s the dfloronce between Securnty and Privacy”?

1} What 13 public and privese be
W Define Eo-mal Sqrofing
1
e e

SECTION-B

2. What are Auacks and Threats? Explain about various mechanisms by which
organizations can protect from them.

3. What are the legal privacy and ethical issues in computer security?

4. What is Cryptography? Explain the concept of Data Encryption Standard (DES) in detail.

w

What is Information Security? What is its need? Explain various principles of
information secunty.

6. Explain the need for database security. What is database access controls in DBMS?

7. a) What is Authentication? Explain in detail how password-based and addressed-based
authentication services work”

b) Explain Relationship between Digital Signature and Digital Centificate.

NOTE : Disclosure of Identity by writing Mobile No. or Marking of passing request an any
paper of Answer Sheet will lead to UMC against the Student.
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BCA (Sem.-6)
INFORMATION SECURITY
Subject Code : UGCA1948
M.Code : 91695
Date of Examination: 11-01.2025
Time : 3 Hrs. Max. Marks : 60
INSTRUCTIONS TO CANDIDATES :

1. SECTION-A is COMPULSORY consisting of TEN questions carrying TWO marks
each.

2. SECTION-B contains SIX questions carrying TEN marks each and students have
to attempt any FOUR questions.

SECTION-A

1. Write briefly:

a) Explain symmetric key cryplography

b} What are non-malicious program errors?
¢) iscuss user Authentication

d) Who s considered as an intruder?
) Wnite a short note on 1DS
) Define Decryption using example
£} What 15 the difference between passive and active secunty threats?
h) What 1s considercd as sensitive data?
1) What do we mean by nsk analysis in administering secunty”

1) Define data integrity and confidentiality
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SECTION-B

=

Explain RSA algorithm with suitahle example Discuss difference between Subsutunon
cipher and transposition cipher technigues

[

What is the ficance of ¢ 1n the imply of trusted operating systems?
Provide an example of a real-world application where a trusted OpETanng system with
high assurance is crucial

4 What 15 the role of a firewall in network secunty”? How does a firewall filter ncoming
and outgoing network traflic to protect aganst unauthonized access and artacks? Provide
examples of scenanos where firewalls are particularly effective

5. What are the key challenges organizations faces when integrating databases from
different sources or platforms? Explain multilevel datbase

6 How do vou establish and enforce a secunty policy within an organization? What issues
secunty planning must address” Discuss Legal privacy and ethical issues in Computer
seounty

7 IDiscuss the role of operating sysiems mn ensunng the secunty of compuler sysiems
Desenibe securty mechanisms used in operating systems. How are virus different from
malicious code”?

NOTE: Disclosure of Identity by writing Mobile No. or Marking of passing request on any
paper of Answer Sheet will lead to UMC against the Student
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BCA (Sem.-6)
INFORMATION SECURITY
Subject Code : UGCA1948
M.Code : 91695
Date of Examination : 29-05-2025
Time : 3 Hrs. Max. Marks : 60
INSTRUCTIONS TO CANDIDATES :

1. SECTION-A is COMPULSORY consisting of TEN quaestions carrying TWO marks
each.

2. SECTION-B contains SIX questions carrying TEN marks e¢ach and students have
to attempt any FOUR questions.

SECTION-A

1. Write briefly:

4) Fxplan the bavae tuncuon of the DES alponthm w encrypion
b1 What are the hev chamactenstics of a "goed” encryption algonihm’’

W hat are viruses, and how do they differ fram other forms of malicious code?

-

d) What 1+ the role of intrusion detection systems ([DS) in secunng networks?
el What makes a network Vulnerable?
) What < muiules gl cocunn”
#) How does secure email encraption protect the confidentiality of communications”
Y What 15 the role of an organization’s secunity policy”
11 What arce the roles of employee?

11 What ate the some commoen camplies of Cyhercnmes?’

1) i
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SECTION-R
@) What s computer secunty and why 15 1t essential for prorecting dhgital assets?

by What is clementary cryplography and how does it contribute to securing
commumcatons and data”

a) Discuss the role of digital signatures in public key cryptography and their importance
n venfying identines,

bi What are non-malicious program errors and how can they potentially lead to secunty
vulnerubilities in software systems?

a) Explam the concept of file protecnon mechanisms n an operating system. How do
they prevent unauthenzed access to entical system files?

by What are the key principles behind designing a trusted operating svstem, and what
leatures are essential tor 118 secunty”

a) What are senstive data types in dalabases and why is their protection critical tor
maintaining privacy and T security”

by What 1s a firewall and how does ot help in secunng o netwerk trom unauthorized
access”

a) Explam the process of nsk analysis m security monagement. How does it help

orgamzations assess vulnerabiliies and mitigate potential threats?

Iy

What ethreal 1ssues anise w computer secunty, and how should professtonals address
these issues m their work™?

Analyre a famous case of datn breach (e g Equitax or Targeth and explam how the
breach could have been avoided with proper secunity planning

: Disclosure of Identity by writing Mobile No. or Marking of passing request on any
paper of Answer Shecl will lead to UMC against the Student.
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